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1 Introduction

This specification defines the XML syntax and semantics for the Digital Signature Service core
protocols, and for some associated core elements. The core protocols support the server-based
creation and verification of different types of signatures and timestamps. The core elements
include an XML timestamp format, and an XML signature property to contain a representation of
a client’s identity.

The core protocols are typically bound into other protocols for transport and security, such as
HTTP and TLS. This document provides an initial set of bindings. The core protocols are also
typically profiled to constrain optional features and add additional features. Other documents will
provide profiles of DSS.

The following sections describe how to understand the rest of this specification.

1.1 Notation

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be
interpreted as described in IETF RFC 2119 [RFC 2119]. These keywords are capitalized when
used to unambiguously specify requirements over protocol features and behavior that affect the
interoperability and security of implementations. When these words are not capitalized, they are
meant in their natural-language sense.

This specification uses the following typographical conventions in text: <DSSEl enent >,
<ns: For ei gnEl enent >, At tri but e, Datatype, & her Code.

Li stings of DSS schenas appear |ike this.

1.2 Schema Organization and Namespaces

The structures described in this specification are contained in the schema file [Core-XSD]. All
schema listings in the current document are excerpts from the schema file. In the case of a
disagreement between the schema file and this document, the schema file takes precedence.

This schema is associated with the following XML namespace:

http://ww. docs. oasi s- open. or g/ dss/ 2004/ 06/ oasi s- dss- 1. 0- cor e- schena-
wd- 26. xsd

If a future version of this specification is needed, it will use a different namespace.
Conventional XML namespace prefixes are used in the schema:

e The prefix dss: stands for the DSS core namespace [Core-XSD].

e The prefix ds: stands for the W3C XML Signature namespace [XMLSig].

e The prefix xs: stands for the W3C XML Schema namespace [Schemal].

e The prefix sam : stands for the OASIS SAML Schema namespace [SAMLCorel.1].

Applications MAY use different namespace prefixes, and MAY use whatever namespace
defaulting/scoping conventions they desire, as long as they are compliant with the Namespaces
in XML specification [XML-ns].

The following schema fragment defines the XML namespaces and other header information for
the DSS core schema:
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<xs: schena t ar get Nanespace="http://ww. docs. oasi s-
open. or g/ dss/ 2004/ 06/ oasi s- dss- 1. 0- cor e- schema- wd- 26. xsd"

xm ns: dss="htt p: // ww. docs. oasi s- open. or g/ dss/ 2004/ 06/ oasi s- dss-
1. 0- cor e- schema- wd- 26. xsd"

xm ns: ds="ht t p: // ww. W3. or g/ 2000/ 09/ xm dsi g#"

xm ns: xs="ht t p://ww. w3. or g/ 2001/ XM_Schena"

xm ns: sam ="ur n: oasi s: nanes: tc: SAML: 1. 0: asserti on"

el enent For nDef aul t =" qual i fi ed"

attri but eFor nDef aul t =" unqual i fi ed">

1.3 DSS Overview (Non-normative)

This specification describes two XML-based request/response protocols — a signing protocol and
a verifying protocol. Through these protocols a client can send documents to a server and
receive back a signature on the documents; or send documents and a signature to a server, and
receive back an answer on whether the signature verifies the documents.

These operations could be useful in a variety of contexts — for example, they could allow clients to
access a single corporate key for signing press releases, with centralized access control,
auditing, and archiving of signature requests. They could also allow clients to create and verify
signatures without needing complex client software and configuration.

The signing and verifying protocols are chiefly designed to support the creation and verification of
XML signatures [XMLSig], XML timestamps (see section 5.1), and CMS signatures [RFC3369].
These protocols may also be extensible to other types of signatures and timestamps, such as
PGP signatures or RFC 3161 TimeStampTokens.

It is expected that the signing and verifying protocols will be profiled to meet many different
application scenarios. In anticipation of this, these protocols have only a minimal set of required
elements, which deal with transferring “input documents” and signatures back and forth between
client and server. The input documents to be signed or verified can be transferred in their
entirety, or the client can hash the documents itself and only send the hash values, to save
bandwidth and protect the confidentiality of the document content.

All functionality besides transferring input documents and signatures is relegated to a framework
of “optional inputs” and “optional outputs”. This document defines a number of optional inputs
and outputs. Profiles of these protocols can pick and choose which optional inputs and outputs to
support, and can introduce their own optional inputs and outputs when they need functionality not
anticipated by this specification.

Examples of optional inputs to the signing protocol include: what type of signature to produce,
which key to sign with, who the signature is intended for, and what signed and unsigned
properties to place in the signature. Examples of optional inputs to the verifying protocol include:
the time for which the client would like to know the signature’s validity status, additional validation
data necessary to verify the signature (such as certificates and CRLs), and requests for the
server to return information such as the signer’'s name or the signing time.

The signing and verifying protocol messages must be transferred over some underlying
protocol(s) which provide message transport and security. A binding specifies how to use the
signing and verifying protocols with some underlying protocol, such as HTTP POST or TLS.
Section 6 provides an initial set of bindings.

In addition to defining the signing and verifying protocols, this specification defines two XML
elements that are related to these protocols. First, an XML timestamp element is defined in
section 5.1. The signing and verifying protocols can be used to create and verify XML
timestamps; a profile for doing so is defined in [XML-TSP]. Second, a Requester Identity
element is defined in section 5.2. This element can be used as a signature property in an XML
signature, to give the name of the end-user who requested the signature.
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2 Common Protocol Structures

The following sections describe XML structures and types that are used in multiple places.

2.1 Type AnyType

The AnyType complex type allows arbitrary XML content within an element.

<xs: conpl exType nane="AnyType">
<Xs: sequence>
<xs:any processContents="| ax" nmaxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

2.2 Type InternationalStringType

The International StringType complex type attaches an xml:lang attribute to a human-readable
string to specify the string’s language.

<xs: conpl exType nane="International StringType">
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute ref="xm:I|ang" use="required">
</ xs: ext ensi on base="xs: string">
</ xs: si npl eCont ent >
</ xs: conpl exType>

2.3 Type saml:NameldentifierType

The saml:NameldentifierType complex type is used where different types of names are needed
(such as email addresses, Distinguished Names, etc.). This type is borrowed from
[SAMLCorel.1] section 2.4.2.2. It consists of a string with the following attributes:

NarmeQual i fi er [Optional]

The security or administrative domain that qualifies the name of the subject. This attribute
provides a means to federate names from disparate user stores without collision.

For mat [Optional]

A URI reference representing the format in which the string is provided. See section 7.3 of
[SAMLCorel.1] for some URI references that may be used as the value of the For nat
attribute.

2.4 Element <InputDocuments>

The <l nput Docunent s> element is used to send input documents to a DSS server, whether for
signing or verifying. It consists of any number of the following elements:
<Docunent > [Any Number]
An XML document or some other data.
<Docunent Hash> [Any Number]
A hash value of an XML document or some other data.

oasis-dss-1.0-core-spec-wd-26 28 June 2004
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<xs: el emrent nane="I| nput Docunent s" >
<xs: conpl exType>
<XSs: sequence>
<xs: choi ce m nCccurs="1" naxQccur s="unbounded" >
<xs: el enent ref="dss: Docunent"/>
<xs: el enent ref="dss: Docunent Hash"/ >
<xs:any processContents="|ax"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

When using DSS to create or verify XML signatures, each input document will usually correspond
to a single <ds: Ref er ence> element. Thus, in our descriptions below of the <Docunent > and
<Docunent Hash> elements, we will explain how certain elements and attributes of a
<Docunent > or <Docunent Hash> correspond to components of a <ds: Ref er ence>.

2.4.1 Type DocumentBaseType

The DocumentBaseType complex type is subclassed by both the <Docunent > and
<Docunent Hash> elements. It contains the following elements and attributes:

| D [Optional]
This identifier gives the input document a unique label within a particular request message.
Through this identifier, an optional input (see section 2.5) can refer to a particular input
document.

Ref URI [Optional]

This specifies the value for a <ds: Ref er ence> element’'s URI attribute when referring to this
input document. The Ref URI attribute SHOULD be specified; no more than one Ref UR|
attribute may be omitted in a single signing request.

Ref Type [Optional]

This specifies the value for a <ds: Ref er ence> element’s Type attribute when referring to
this input document.

<ds: Transf or ns> [Optional]

This specifies the value for a <ds: Ref er ence> element’s <ds: Tr ansf or s> child element
when referring to this input document. In other words, this specifies transforms that the client
has already applied to the input document. In the case of a <Docunent > (but not a
<Docunent Hash>) the server may apply additional transforms, which will be appended to the
ones specified here to produce the final <ds: Tr ansf or s> list.

DTD [Optional]

This may be used when the document contains XML signatures. It transfers a base64-
encoded DTD which gives the ID attributes of elements within the input document, which may
be necessary if the included signatures’ <ds: Ref er ence> elements use XPointer
expressions. See section 4.3, step 2 for details.
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<xs: conpl exType nane="Docunent BaseType" abstract="true">
<Xs: sequence>
<xs: el ement ref="ds: Transforns" m nCccurs="0"/>
<xs: el ement nanme="DID' type="xs: base64Bi nary" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="ID"' type="xs:|D"' use="optional"/>
<xs:attribute nane="RefURI " type="xs:|D' use="optional"/>
<xs:attribute nane="Ref Type" type="xs:|D"' use="optional"/>
</ xs: conpl exType>

2.4.2 Element <Document>

The <Docunent > element may contain the following elements (in addition to the common ones
listed in section 2.4.1):

<XM_Dat a> [Optional]
This contains arbitrary XML content.
<Base64Dat a> [Optional]

This contains a base64 encoding of an XML document or some other data. The type of data is
specified by its M meType attribute. The M neType attribute is not required for XML
signatures, but may be required when using DSS with other signature types.

The document hash for signing is created from the element content of <XM_Dat a> (i.e. the
<XM_Dat a> tags are not included), or from the content of the <Base64Dat a> element after it is
base64 decoded.

<xs: el emrent nanme="Docunent ">
<xs: conpl exType>
<xs: conpl exCont ent >
<xs: ext ensi on base="dss: Docunment BaseType" >
<xs: choi ce>
<xs: el ement ref="dss: XM.Dat a"/ >
<xs: el ement ref="dss: Base64Data"/ >
</ xs: choi ce>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nanme="XM.Dat a" type="dss: AnyType"/ >

<xs: el ement nane="Base64Dat a">
<xs: conpl exType>
<xs: si npl eCont ent >
<Xs: extensi on base="xs: base64Bi nary" >
<xs:attribute nane="M neType" type="xs:string"
use="optional ">
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

2.4.3 Element <DocumentHash>

The <Docunent Hash> element contains the following elements (in addition to the common ones
listed in section 2.4.1):

oasis-dss-1.0-core-spec-wd-26 28 June 2004
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<ds: Di gest Met hod> [Required]

This identifies the digest algorithm used to hash the document. This specifies the value for a
<ds: Ref er ence> element’s <ds: Di gest Met hod> child element when referring to this input
document.

<ds: Di gest Val ue> [Required]

This gives the document’s hash value. This specifies the value for a <ds: Ref er ence>
element’s <ds: Di gest Val ue> child element when referring to this input document.

<xs: el ement nane="Docunent Hash" >
<xs: conpl exType>
<xs: conpl exCont ent >
<xs: ext ensi on base="dss: Docunment BaseType" >
<XS: sequence>
<xs: el enent ref="ds: D gest Met hod"/>
<xs: el ement ref="ds: D gest Val ue"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
</ xs: el enent >

2.5 Element <SignatureObject>

The <Si gnat ur eQbj ect > element contains a signature or timestamp of some sort. This
element is returned in a sign response message, and sent in a verify request message. It may
contain one of the following child elements:

<ds: Si gnat ur e> [Optional]

An XML signature [XMLSig].
<Ti mest anp> [Optional]

An XML timestamp (see section 5.1).
<Base64Si gnat ur e> [Optional]

A base64 encoding of some non-XML signature, such as a PGP [RFC 2440] or CMS [RFC
3369] signature. The type of signature is specified by its Type attribute (see section 7.1).

<Si gnat ur ePt r > [Optional]
This is used in a verify request to point to an XML signature in an input document.
DTD [Optional]

This may be used in conjunction with an enveloping XML signature to transfer a base64-
encoded DTD which gives the ID attributes of elements enveloped within the signature. This
may be necessary to allow the signature’s <ds: Ref er ence> elements which refer to these
enveloped elements with Xpointer expressions to be resolved. See section 4.3, step 2 for
details.

A <Si gnat ur ePt r > contains the following attributes:
Wi chDocunent [Required]

This identifies the input document being pointed at.
XPat h [Optional]

oasis-dss-1.0-core-spec-wd-26 28 June 2004
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This identifies the element being pointed at. The XPath expression is evaluated from the

context node identified by the Whi chDocunent attribute.

The following schema fragment defines the <Si gnat ur eQbj ect >, <Base64Si gnat ur e>, and

<Si gnhat ur ePt r > elements:

<xs: el emrent nanme="Si gnat ur eCbj ect" >
<xs: conpl exType>
<XS: sequence>
<xs: choi ce>
<xs: el ement ref="ds: Signature"/>
<xs: el ement ref="dss: Ti nestanmp"/>
<xs: el ement ref="dss: Base64Si ghature"/>
<xs: el enent ref="dss: SignaturePtr"/>
<xs:any processContents="|ax"/>
</ xs: choi ce>
<xs: el ement nanme="DID' type="xs: base64Bi nary"
m nOccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nane="Base64Si gnat ur e" >
<xs: conpl exType>
<xs: si npl eCont ent >
<XS: extensi on base="xs: base64Bi nary" >
<xs:attribute nane="Type" type="xs:anyUR "/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nanme="Si gnaturePtr">
<xs: conpl exType>
<xs:attribute nane="Wi chDocunent" type="xs:|DREF"/>
<xs:attribute nane="XPat h" type="xs:string" use="optional"/
</ xs: conpl exType>
</ xs: el enent >

>

2.6 Element <Result>

The <Resul t > element is returned with every response message. It contains the following child

elements:
<Resul t Maj or > [Required]
The most significant component of the result code.
<Resul t M nor > [Optional]
The least significant component of the result code.
<Resul t Message> [Optional]
A message which MAY be returned to an operator, logged, used for debugging, etc.
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<xs: el ement nanme="Result">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nanme="Result Maj or" type="xs:anyURl"/>
<xs: el ement nanme="ResultM nor" type="xs:anyURl"
m nOccur s="0"/ >
<xs: el ement nanme="Resul t Message"
type="International StringType" m nOccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

The <Resul t Maj or > and <Resul t M nor > URIs MUST be values defined by this specification
or by some profile of this specification. The <Resul t Maj or > values defined by this specification
are:

urn: oasi s: nanes:tc:dss: 1. 0:resul tmaj or: Success

The protocol executed succesfully.
urn: oasi s: nanes:tc:dss: 1. 0: resul t maj or: Request er Error

The request could not be satisfied due to an error on the part of the requester.
urn: oasi s: nanes:tc:dss: 1. 0: resul t maj or: Responder Err or

The request could not be satisfied due to an error on the part of the responder.

This specification defines the following two <Resul t M nor > values. These values SHALL only
be returned when the <Resul t Maj or > code is Request er Error:

urn: oasi s: nanes:tc:dss: 1. 0:resul t m nor: Not Aut hori zed
The client is not authorized to perform the request.
urn: oasi s: nanes:tc:dss: 1. 0: resul t m nor: Not Supported
The server didn't recognize or doesn'’t support some aspect of the request.

The Success <Resul t Maj or > code on a verify response message SHALL be followed by a
<Resul t M nor > code which indicates the status of the signature. See section 4 for details.

2.7 Elements <Optionallnputs> and <OptionalOutputs>

All request messages can contain an <Qpt i onal | nput s> element, and all response messages
can contain an <Qpt i onal Qut put s> element. Several optional inputs and outputs are defined
in this document, and profiles can define additional ones.

The <Opt i onal | nput s> contains additional inputs associated with the processing of the
request. Profiles will specify which optional inputs are allowed and what their default values are.
All optional inputs in a profile SHOULD have some default value, so that a client may omit the
<Opti onal I nput s> yet still get service from any profile-compliant DSS server. If a server
doesn'’t recognize or can’'t handle any optional input, it MUST reject the request with a

<Resul t Maj or > code of Request er Error and a <Resul t M nor > code of Not Support ed
(see section 2.6).

The <Opt i onal Qut put s> element contains additional protocol outputs. The client MAY
request the server to respond with certain optional outputs by sending certain optional inputs.
The server MAY also respond with outputs the client didn’t request, depending on the server's
profile and policy.

The <Opt i onal | nput s> and <Opt i onal Qut put s> elements contain unordered inputs and
outputs. Applications MUST be able to handle optional inputs or outputs appearing in any order
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within these elements. Normally, there will only be at most one occurrence of any particular
optional input or output within a protocol message. Where multiple occurrences of an optional
input or optional output are allowed, it will be explicitly specified (see section 4.6.9 for an
example).

The following schema fragment defines the <Qpt i onal | nput s> and <Opt i onal Qut put s>
elements:

<xs: el emrent nanme="Qpti onal | nputs" type="dss: AnyType"/ >

<xs: el emrent nanme="pti onal Qut put s" type="dss: AnyType"/>

2.8 Common Optional Inputs

These optional inputs can be used with both the signing protocol and the verifying protocol.

2.8.1 Optional Input <ServicePolicy>

The <Ser vi cePol i cy> element indicates a particular policy associated with the DSS service.
The policy may include information on the characteristics of the server that are not covered by the
Pr of i | e attribute (see sections 3.1 and 4.1). The <Ser vi cePol i cy> element may be used to
select a specific policy if a service supports multiple policies for a specific profile, or as a sanity-
check to make sure the server implements the policy the client expects.

<xs: el emrent nane="Servi cePol i cy" type="xs:anyURl"/>

2.8.2 Optional Input <ClaimedIdentity>

The <d ai nedl dent i t y> element indicates the identity of the client who is making a request.
The server may use this to parameterize any aspect of its processing. Profiles that make use of
this element MUST define its semantics.

<xs: el emrent nanme="d ai nedl dentity" type="samnl : Nanel dentifierType"/>

2.8.3 Optional Input <Language>

The <Language> element indicates which language the client would like to receive
International StringType values in. The server should return appropriately localized strings, if
possible.

<xs: el emrent nane="lLanguage" type="xs:| anguage"/>

2.8.4 Optional Input <AdditionalProfile>

The <Addi t i onal Profi | e> element can appear multiple times in a request. It indicates
additional profiles which modify the main profile specified by the Pr of i | e attribute (thus the
Prof i | e attribute MUST be present; see sections 3.1 and 4.1 for details of this attribute). The
interpretation of additional profiles is determined by the main profile.

<xs: el ement nanme=" Addi tional Profile” type="xs:anyURl"/>
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3 The DSS Signing Protocol

3.1 Element <SignRequest>

The <Si gnRequest > element is sent by the client to request a signature or timestamp on some
input documents. It contains the following attributes and elements:

Request | D [Optional]

This attribute is used to correlate requests with responses. When present in a request, the
server MUST return it in the response.

Profil e [Optional]

This attribute indicates a particular DSS profile. It may be used to select a profile if a server
supports multiple profiles, or as a sanity-check to make sure the server implements the profile
the client expects.

<Opti onal I nput s> [Optional]
Any additional inputs to the request.
<l nput Docunent s> [Required]
The input documents which the signature will be calculated over.

<xs: el ement nanme="Si gnRequest” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="dss: Optional |l nputs” nmi nCccurs="0"/>
<xs: el ement ref="dss: | nput Docunents”/>
</ xs: sequence>
<xs:attribute nane="Request| D’ type="xs:string”
use="optional ”/>
<xs:attribute nane="Profil e’ type="xs:anyURl” use="optional”/>
</ xs: conpl exType>
</ xs: el enent >

3.2 Element <SignResponse>

The <Si gnResponse> element contains the following attributes and elements:
Request | D [Optional]

This attribute is used to correlate requests with responses. When present in a request, the
server MUST return it in the response.

Profil e [Optional]

This attribute indicates the particular DSS profile used by the server. It may be used by the
client for logging purposes or to make sure the server implements a profile the client expects.

<Resul t > [Required]

A code representing the status of the request.
<Opt i onal Qut put s> [Optional]

Any additional outputs returned by the server.
<Si gnat ur eCbj ect > [Optional]
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The resultant signature or timestamp, if the request succeeds. This MUST NOT contain a
<Si gnat ur ePt r >; it MUST contain an entire signature or timestamp.

<xs: el emrent nanme="Si gnResponse” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="dss:Result”/>
<xs: el ement ref="dss: Optional Qut puts” m nCccurs="0"/>
<xs: el ement ref="dss: SignatureCject” m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Request| D’ type="xs:string”
use="optional "/ >
<xs:attribute nane="Profil e’ type="xs:anyURl” use="required”/>
</ xs: conpl exType>
</ xs: el enent >

3.3 Basic Processing for XML Signatures
A DSS server that produces XML sighatures SHOULD perform the following steps, upon

receiving a <Si gnRequest >. These steps may be changed or overridden by the optional inputs

(for example, see section 3.5.5), or by the profile or policy the server is operating under.
1. The server hashes the contents of each <Docunent >, as follows:

a. If the <Docunent > contains <XM_Dat a>, the server extracts the text content of the
<XM._Dat a> as an octet stream.

b. If the <Docunent > contains <Base64Dat a>, the server base64-decodes the text
content of the <Base64Dat a> into an octet stream.

c. If the server wishes, it may apply additional XML signature transforms to the octet
stream produced in a or b. These transforms should be applied as per [XMLSig]
section 4.3.3.2. Following [XMLSig], if the end result of these transforms is an XML
node set, the server must convert the node set back into an octet stream using
Canonical XML [XML-C14N].

d. The server hashes the resultant octet stream.

2. The server forms a <ds: Ref er ence> for each input document. The elements and attributes

of the <ds: Ref er ence> are set as follows:

a. The URI attribute is set to the input document’'s Ref URl attribute. If the input
document has no Ref URI attribute, the <ds: Ref er ence> element’s URI attribute is
omitted. A signature MUST NOT be created if more than one Ref URI is omitted in
the set of input documents.

b. The Type attribute is set to the input document’s Ref Type attribute. If the input
document has no Ref Type attribute, the <ds: Ref er ence> element’s Type attribute
is omitted.

c. The <ds: Di gest Met hod> element is set to the hash method that was used in step
1.d (for a <Docunent >), or to the input document’s <ds: Di gest Met hod> (for a
<Docunent Hash>).

d. The <ds: Di gest Val ue> element is set to the hash value that was calculated in
step 1.d (for a <Docunent >), or to the input document’s <ds: Di gest Val ue> (for a
<Docunent Hash>).
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e. The <ds: Tr ansf or ms> element is set to the input document’s <ds: Tr ansf or ns>
element. If any additional transforms were applied by the server in step 1.c., these
are appended as well.

3. The server creates an XML signature using the <ds: Ref er ence> elements created in Step
2, according to the processing rules in [XMLSig].

3.3.1 Enveloping Signatures

A client can use any server that implements basic processing, as defined above, to create an
enveloping XML signature. To do this, the client simply splices the to-be-enveloped document(s)
into the returned <ds: Si gnat ur e>.

3.3.2 Enveloped Signatures

A client can use any server that implements basic processing, as defined above, to create an
enveloped XML signature. To do this, the client simply indicates an Enveloped Signature
Transform [XMLSig] on the appropriate input document, and splices the returned

<ds: Si gnhat ur e> into the appropriate document.

A client who desires an enveloped signature can also use the <Si gnhat ur ePl acenent > optional
input to instruct the server to insert the resultant signature into one of the input documents, and
return the resultant document as an optional output. See section 3.5.7 for details.

3.4 Basic Processing for CMS Signatures

A DSS server that produces CMS signatures [RFC 3369] SHOULD perform the following steps,
upon receiving a <Si gnRequest >. These steps may be changed or overridden by the optional
inputs, or by the profile or policy the server is operating under.

The <Si gnRequest > should contain either a single <Docurnent > or a single <Docunent Hash>:
1. If a<Docunent > is present, the server hashes its contents as follows:

a. If the <Docunent > contains <XM._Dat a>, the server extracts the text content of the
<XM._Dat a> as an octet stream.

b. If the <Docunent > contains <Base64Dat a>, the server base64-decodes the text
content of the <Base64Dat a> into an octet stream.

c. The server hashes the resultant octet stream.

2. The server forms a Si gner | nf o structure based on the input document. The components
of the Si gner | nf o are set as follows:

a. Thedi gest Al gorit hmfield is set to the OID value for the hash method that was
used in step 1.c (for a <Docurnent >), or to the OID value that is equivalent to the
input document’s <ds: Di gest Met hod> (for a <Docunent Hash>).

b. The si gnedAttri but es field's nessage- di gest attribute contains the hash value
that was calculated in step 1.c (for a <Docunent >), or that was sent in the input
document’s <ds: Di gest Val ue> (for a <Docunent Hash>). Other
si gnedAt tri but es may be added by the server, according to its profile or policy,
or according to the <Pr oper ti es> optional input (see section 3.5.6).

c. The remaining fields (si d, si gnat ur eAl gori t hm and si gnat ur e) are filled in as
per a normal CMS signature.
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3. The server creates a CMS signature (i.e. a Si gnedDat a structure) containing the
Si gner | nf o that was created in Step 2. The resulting Si gnedDat a should be detached
(i.e. external) unless the client sends the <Envel opi ngSi gnat ur e> optional input (see
section 3.5.8).

3.5 Optional Inputs and Outputs

This section defines some optional inputs and outputs that profiles of the DSS signing protocol
might find useful. Section 2.8 defines some common optional inputs that can also be used with
the signing protocol. Profiles of the signing protocol can define their own optional inputs and
outputs, as well. General handling of optional inputs and outputs is discussed in section 2.7.

3.5.1 Optional Input <SignatureType>

The <Si gnat ur eType> element indicates the type of signature or timestamp to produce (such
as an XML signature, an XML timestamp, a CMS signature, etc.). See section 7.1 for some URI
references that MAY be used as the value of this element.

<xs: el emrent nane="Si gnat ur eType” type="xs:anyURl"/>

3.5.2 Optional Input <AddTimestamp>

The <AddTi nest anp> element indicates that the client wishes the server to provide a timestamp
as a property or attribute of the resultant signature. The Type attribute, if present, indicates what
type of timestamp to apply. Profiles that use this optional input MUST define the allowed values,
and the default value, for the Type attribute (unless only a single type of timestamp is supported,
in which case the Type attribute can be omitted).

<xs: el emrent nanme=" AddTi nest anp” >
<xs: conpl exType>
<xs:attribute nane="Type” type="xs:anyUR " use="optional”/>
</ xs: conpl exType>
</ xs: el enent >

3.5.3 Optional Input <IntendedAudience>

The <l nt endedAudi ence> element tells the server who the target audience of this signature is
is. The server may use this to parameterize any aspect of its processing (for example, the server
may choose to sign with a key that it knows a particular recipient trusts).

<xs: el emrent nane="1|nt endedAudi ence” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nane="Reci pi ent” type="sanl : Nanel dentifierType”
maxQccur s=" unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

3.5.4 Optional Input <KeySelector>

The <KeySel ect or > element tells the server which key to use.
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<xs: el ement nanme="KeySel ector” >
<xs: conpl exType>
<xs: choi ce>
<xs: el ement ref="ds: Keyl nfo”/>
<xs:any processContents="|ax"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >

3.5.5 Optional Input <SignedReferences>

The <Si gnedRef er ences> element gives the client greater control over how the

<ds: Ref er ence> elements are formed. When this element is present, steps 1 and 2 of Basic
Processing (section 3.3) are overridden. Instead of there being a one-to-one correspondence
between input documents and <ds: Ref er ence> elements, now each <Si gnedRef er ence>
element controls the creation of a corresponding <ds: Ref er ence>.

Since each <Si gnedRef er ence> refers to an input document, this allows multiple

<ds: Ref er ence> elements to be based on a single input document. Furthermore, the client
can request additional transforms to be applied to each <ds: Ref er ence>, and can set each
<ds: Ref er ence> element’s | d attribute. These aspects of the <ds: Ref er ence> can only be
set through the <Si gnedRef er ences> optional input; they cannot be set through the input
documents, since they are aspects of the reference to the input document, not the input
document itself.

Each <Si gnedRef er ence> element contains:
Wi chDocunent [Required]

Which input document this reference refers to (see the | D attribute in section 2.4.1).
Ref I d [Optional]

Sets the | d attribute on the corresponding <ds: Ref er ence>.
<ds: Transf or ns> [Optional]

Requests the server to perform additional transforms on this reference.
When the <Si gnedRef er ences> optional input is present, steps 1 and 2 of Basic Processing
are replaced with the steps below:

1. The server prepares a hash value for each <Si gnedRef er ence>, as follows:
a. If the referenced input document is a <Docunent Hash>, the server is done.

b. Otherwise, if the referenced <Docunent > contains <XM.Dat a>, the server
extracts the text content of the <XM_Dat a> as an octet stream.

c. If the referenced <Docunent > contains <Base64Dat a>, the server base64-
decodes the text content of the <Base64Dat a> into an octet stream.

d. The server applies the XML signature transforms indicated by the
<Si gnedRef er ence> to the octet stream produced in b or c. These transforms
should be applied as per [XMLSig] section 4.3.3.2.

e. If the server wishes, it may apply additional XML signature transforms to the
octet stream produced in d.

f. If the end result of these transforms is an XML node set, the server must convert
the node set back into an octet stream using Canonical XML [XML-C14N].
g. The server hashes the resultant octet stream.
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2. The server forms a <ds: Ref er ence> for each <Si gnedRef er ence>. The elements
and attributes of the <ds: Ref er ence> are set as follows:

a. The URI attribute is set to the referenced input document’s Ref URI attribute. If
the input document has no Ref URI attribute, the <ds: Ref er ence> element’s
URI attribute is omitted. A signature MUST NOT be created if more than one
Ref URI is omitted in the set of input documents, or if more than one
<Si gnedRef er ence> refers to an input document that has no Ref URI .

b. The Type attribute is set to the referenced input document’s Ref Type attribute.
If the input document has no Ref Type attribute, the <ds: Ref er ence>
element’s Type attribute is omitted.

c. The | d attribute is set to the <Si gnedRef er ence> element’s Ref | d attribute.
If the <Si gnedRef er ence> has no Ref | d attribute, the <ds: Ref er ence>
element’s | d attribute is omitted.

d. The <ds: Di gest Met hod> element is set to the hash method that was used in
step 1.g (for a <Docunent >), or to the referenced input document’s
<ds: Di gest Met hod> (for a <Docunent Hash>).

e. The <ds: Di gest Val ue> element is set to the hash value that was calculated in
step 1.g (for a <Docunent >), or to the referenced input document’s
<ds: Di gest Val ue> (for a <Documnent Hash>).

f.  The <ds: Tr ansf or ns> element is set to the referenced input document’s
<ds: Tr ansf or ns> element with the <Si gnedRef er ence> element’s
transforms appended. If any additional transforms were applied by the server in
step 1.e., these are appended as well.

<xs: el emrent nane="Si gnedRef erences” >
<xs: conpl exType>
<Xs: sequence>
<xs: el enent ref="dss: Si gnedRef er ence”
maxOccur s=" unbounded” / >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nanme=" S gnedRef er ence” >
<xs: conpl exType>
<Xs: sequence>
<xs: el enment ref="ds: Transforns” m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Wi chDocunent” type="xs: | DREF”
use="required’/ >
<xs:attribute nane="Refld” type="xs:string” use="optional”/>
</ xs: conpl exType>
</ xs: el enent >

3.5.6 Optional Input <Properties>

The <Properti es> element is used to request that the server add certain signed or unsigned
properties (aka “signature attributes”) into the signature. The client can send the server a
particular value to use for each property, or leave the value up to the server to determine. The
server can add additional properties, even if these aren’t requested by the client.
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The <Pr operti es> element contains:
<Si gnedPr operti es> [Optional]
These properties will be covered by the signature.
<Unsi gnedPr operti es> [Optional]
These properties will not be covered by the signature.
Each <Pr opert y> element contains:
<l denti fi er> [Required]
A URI reference identifying the property.
<Val ue> [Optional]
If present, the value the server should use for the property.

This specification does not define any properties. Profiles that make use of this element MUST
define the allowed property URIs and their allowed values.

<xs: el ement nane="Properties”>
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nane="Si gnedPr operti es”
type="dss: Properti esType” m nCccurs="0"/>
<xs: el enent nane="Unsi gnedProperti es”
type="dss: PropertiesType” m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: conpl exType nanme="Properti esType”>
<XS: sequence>
<xs: el ement ref="dss:Property” naxCccurs="unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="Property”>
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nanme="ldentifier” type="xs:anyUR "/>
<xs: el enent nanme="Val ue” type="dss: AnyType”
m nOccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

3.5.7 Optional Input <SignaturePlacement> and Output
<DocumentWithSignature>
The <Si gnat ur ePl acenent > element instructs the server to place the signature inside one of

the input documents, and return the resulting document. The <Si gnat ur ePl acenent > element
contains the following attributes and elements:

VWi chDocunent [Required]

Identifies the XML input document which the signature will be inserted into (see the | D
attribute in section 2.4.1).

<Xpat hAf t er > [Optional]
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814 Identifies an element, in the input document, which the signature will be inserted after. The

815 XPath expression is evaluated from the context node identified by the Whi chDocurnent
816 attribute. The signature is placed immediately after the end tag of the specified element.
817  <Xpat hFi rst Chi | dO > [Optional]

818 Identifies an element, in the input document, which the signature will be inserted as the first
819 child of. The XPath expression is evaluated from the context node identified by the

820 Wi chDocunent attribute. The signature is placed immediately after the start tag of the
821 specified element.

822 <xs: el enent nane="Si gnat ur ePl acenent " >

823 <xs: conpl exType>

824 <xs: choi ce>

825 <xs: el enent nane="Xpat hAfter” type="xs:string”/>

826 <xs: el enent nane="Xpat hFirst Chi | dOf” type="xs:string”/>
827 </ xs: choi ce>

828 <xs:attribute nane="Wi chDocunent” type="xs:|DREF"/>

829 </ xs: conpl exType>

830 </ xs: el enent >

831 The <Docunent Wt hSi gnat ur e> optional output contains the XML input document with the
832  signature inserted. It has one child element:

833  <XM.Dat a> [Optional]

834 This contains arbitrary XML content.

835 <xs: el enent nane="Docunent Wt hSi gnat ure” >
836 <xs: conpl exType>

837 <XS: sequence>

838 <xs: el enent ref="XM.Data"/>
839 <XS: sequence>

840 </ xs: conpl exType>

841 </ xs: el ement >

842 3.5.8 Optional Input <EnvelopingSignature>

843  The <Envel opi ngSi gnhat ur e> element causes the server to incorporate one of the input
844  documents inside the returned signature. In the case of an XML signature, the input document
845 MUST be XML and will be placed inside a <ds: Obj ect > element. In the case of a CMS

846  signature, the input document’s decoded octet stream will be included as encapsulated content.

847 <xs: el enent nane=" Envel opi ngSi gnat ur e” >
848 <xs: conpl exType>
849 <xs:attribute nane="Wi chDocunent” type="xs:|DREF"/>
850 </ xs: conpl exType>
851 </ xs: el enent >
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4 The DSS Verifying Protocol

4.1 Element <VerifyRequest>

The <Veri f yRequest > element is sent by the client to verify a signature or timestamp on some
input documents. It contains the following attributes and elements:

Request | D [Optional]

This attribute is used to correlate requests with responses. When present in a request, the
server MUST return it in the response.

Profil e [Optional]

This attribute indicates a particular DSS profile. It may be used to select a profile if a server
supports multiple profiles, or as a sanity-check to make sure the server implements the profile
the client expects.

<Opt i onal | nput s> [Optional]
Any additional inputs to the request.
<Si gnat ur eCbj ect > [Optional]

This element contains a signature or timestamp, or else contains a <Si gnat ur ePt r > that
points to an XML signature in one of the input documents. If this element is omitted, there
must be only a single <l nput Docunent > which the server will search to find the to-be-verified
signature(s). A <Si gnat ur ePt r > or omitted <Si gnat ur eQbj ect > MUST be used
whenever the to-be-verified signature is an XML signature which uses an Enveloped Signature
Transform; otherwise the server would have difficulty locating the signature and applying the
Enveloped Signature Transform.

<I nput Docunent s> [Optional]

The input documents which the signature was calculated over. The signature to be verified
may also be contained in one of these documents. This element may be omitted if an
enveloping signature inside the <Si gnat ur eGbj ect > contains the input document(s).

<xs: el emrent nane="Veri f yRequest” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="dss: Optional |l nputs” nmi nCccurs="0"/>
<xs: el ement ref="dss: SignatureCject” m nCccurs="0"/>
<xs: el ement ref="dss: | nput Docunents” mi nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Request| D’ type="xs:string”
use="optional ”/>
<xs:attribute nane="Profil e’ type="xs:anyURl” use="optional”/>
</ xs: conpl exType>
</ xs: el enent >
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4.2 Element <VerifyResponse>

The <Veri f yResponse> element contains the following attributes and elements:
Request | D [Optional]

This attribute is used to correlate requests with responses. When present in a request, the
server MUST return it in the response.

Profil e [Optional]

This attribute indicates the particular DSS profile used by the server. It may be used by the
client for logging purposes or to make sure the server implements a profile the client expects.

<Resul t > [Required]

A code representing the status of the corresponding request.
<Opt i onal Qut put s> [Optional]

Any additional outputs returned by the server.

<xs: el emrent nanme="Veri f yResponse” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="dss:Result”/>
<xs: el ement ref="dss: Optional Qut puts” m nCccurs="0"/>
</ xs: sequence>
<xs:attribute nane="Request| D’ type="xs:string”
use="optional "/ >
<xs:attribute nane="Profil e’ type="xs:anyURl” use="required”/>
</ xs: conpl exType>
</ xs: el enent >

4.3 Basic Processing for XML Signatures

A DSS server that verifies XML signatures SHOULD perform the following steps, upon receiving
a<Veri f yRequest >. These steps may be changed or overridden by the optional inputs, or by
the profile or policy the server is operating under. For more details on multi-signature verification,
see section 4.3.1.

1. The server retrieves a <ds: Si gnat ur e>. If the <Si gnat ur eChj ect > is present, the
<ds: Si gnat ur e> is either a child element of the <Si gnat ur eQbj ect >, or is pointed to by
a <Si gnat ur ePtr > in the <Si gnat ur ebj ect >.

If the <Si gnat ur ePt r > points to an input document but not a specific element in that
document, the pointed-to input document must be a <Docunent > element containing XML
either in an <XM_Dat a> or <Base64Dat a> element. The server will search and find every
<ds: Si gnat ur e> element in this input document, and verify each <ds: Si gnat ur e>
according to the steps below.

If the <Si gnat ur eCbj ect > is omitted, there MUST be only a single <Documnent > element.
This case is handled as if a <Si gnat ur ePt r > pointing to the single <Docunent > was
present: the server will search and find every <ds: Si gnat ur e> element in this input
document, and verify each <ds: Si gnat ur e> according to the steps below.

2. For each <ds: Ref er ence> in the <ds: Si gnat ur e>, the server finds the input document
with matching Ref URI and Ref Type values. If such an input document isn't present, and
the <ds: Ref er ence> uses a null URI and barename XPointer, the XPointer should be
evaluated against the input document the <ds: Si gnhat ur e> is contained within, or against

the <ds: Si gnat ur e> itself if it is contained within the <Si gnat ur eCbj ect > element. In
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these latter two cases, the <DTD> element of the input document or <Si gnat ur eCbj ect >
will be used, if present, to identify ID attributes when evaluating the Xpointer expression.

For example, to indicate that a <Dat a> element has an ID attribute “Id”, you could use the
following DTD:
<IDOCTYPE test [
<! ATTLI ST Data Id | D #l MPLI ED>
1>
3. If the input document is a <Docunent Hash>, the server checks that the
<ds: Tr ansf or ns>, <ds: Di gest Met hod>, and <ds: Di gest Val ue> elements match
between the <Docunent Hash> and the <ds: Ref er ence>.

4. If the input document is a <Docunent > or an XML element selected by evaluating a
<ds: Ref er ence>’s XPointer expression, the server applies any transforms specified by the
<ds: Ref er ence> that have have not already been applied to the input document, and then
hashes the resultant data object according to <ds: Di gest Met hod>, and checks that the
result matches <ds: Di gest Val ue>.

5. The server then validates the signature according to section 3.2.2 in [XMLSig].

6. If the signature validates correctly, the server returns one of the first three <Resul t M nor >
codes listed in section 4.4, depending on the relationship of the signature to the input
documents (not including the relationship of the signature to those XML elements that were
resolved through XPointer evaluation; the client will have to inspect those relationships
manually). If the signature fails to validate correctly, the server returns some other code;
either one defined in section 4.4 of this specification, or one defined by some profile of this
specification.

4.3.1 Multi-Signature Verification

If a client requests verification of an entire input document, either using a <Si gnat ur ePt r >
without an <XPat h> or a missing <Si gnat ur ePt r > (see section 4.3.1, step 1), then the server
MUST determine whether the input document contains zero, one, or more than one

<ds: Si gnat ur e> elements. If zero, the server should return a <Resul t Maj or > code of
RequesterError.

If more than one <ds: Si gnat ur e> elements are present, the server MUST either reject the
request with a <Resul t Maj or > code of Request er Error and a <Resul t M nor > code of
Not Suppor t ed, or accept the request and try to verify all of the signatures.

If the server accepts the request in the multi-signature case (or if only a single signature is
present) and one of the signatures fails to verify, the server should return one of the error codes
in section 4.4, reflecting the first error encountered.

If all of the signatures verify correctly, the server should return the Success <Resul t Maj or >
code and the following <Resul t M nor > code:

urn: oasi s: nanes:tc:dss: 1.0:resultmnor:ValidMWiltiSi ghatures

Upong receiving this error code, the client SHOULD NOT assume any particular relationship

between the signature and the input document(s). To check such a relationship, the client would
have to verify or inspect the signatures individually.

Only certain optional inputs and outputs are allowed when performing multi-signature verification.
See section 4.6 for details.
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4 4 Result Codes

Whether the signature succeeds or fails to verify, the server will return the Success

<Resul t Maj or > code. The <Resul t M nor > URI MUST be one of the following values, or
some other value defined by some profile of this specification. The first three values listed below
indicate that the signature or timestamp is valid. Any other value SHALL signal an error of some
sort.

urn: oasi s: nanmes:tc:dss: 1. 0:resul tmnor: ValidSi gnature_OnAl | Docunent s

The signature or timestamp is valid. Furthermore, the signature or timestamp covers all of the
input documents just as they were passed in by the client.
urn: oasi s: nanes:tc:dss: 1. 0:resul tm nor: Val i dSi gnat ure_OnTr ansf or medDocu
nment s

The signature or timestamp is valid. Furthermore, the signature or timestamp covers all of the
input documents. However, some or all of the input documents have additional transforms
applied to them that were not specified by the client.

urn: oasi s: nanes:tc:dss: 1. 0:resul tm nor: Val i dSi gnat ure_Not Al | Docunent s

The signature or timestamp is valid. However, the signature or timestamp does not cover all of
the input documents that were passed in by the client.

urn: oasi s: nanmes:tc:dss: 1. 0:resul tm nor: | ndeterm nat eKey
The server could not determine whether the signing key is valid. For example, the server
might not have been able to construct a certificate path to the signing key.

urn: oasi s: nanes:tc:dss: 1. 0: resul t m nor: Untrust edKey
The signature is performed by a key the server considers suspect. For example, the signing

key may have been revoked, or it may be a different key from what the server is expecting the
signer to use.

urn: oasi s: nanmes:tc:dss: 1.0:resul tmnor:IncorrectSignature
The signature fails to verify, indicating that the message was modified in transit, or that the
signature was performed incorrectly.

urn: oasi s: nanes:tc:dss: 1.0:resul tm nor: | nappropriateSi gnature
The signature or its contents are not appropriate in the current context. For example, the

signature may be associated with a signature policy and semantics which the DSS server
considers unsatisfactory.

4.5 Basic Processing for CMS Signatures

A DSS server that verifies CMS signatures SHOULD perform the following steps, upon receiving
a<Veri f yRequest >. These steps may be changed or overridden by the optional inputs, or by
the profile or policy the server is operating under.

1. The server retrieves the CMS signature by decoding the <Base64Si gnat ur e> child of
<Si gnhat ur e(bj ect >.

2. The server retrieves the input data. If the CMS signature is detached, there must be a single
input document: i.e. a single <Docunent > or <Docunent Hash> element. Otherwise, if the
CMS signature is enveloping, it contains its own input data.

3. The CMS signature and input data are verified in the conventional way (see [RFC 3369] for
details).
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4. If the signature validates correctly, the server returns the first <Resul t M nor > code listed in
section 4.4. If the signature fails to validate correctly, the server returns some other code;
either one defined in section 4.4 of this specification, or one defined by some profile of this
specification.

4.6 Optional Inputs and Outputs

This section defines some optional inputs and outputs that profiles of the DSS verifying protocol
might find useful. Section 2.8 defines some common optional inputs that can also be used with
the verifying protocol. Profiles of the verifying protocol can define their own optional inputs and
outputs, as well. General handling of optional inputs and outputs is discussed in section 2.7.

4.6.1 Optional Input <VerifyManifests>

The presence of this element instructs the server to attempt to validate any input documents it
encounters whose Type attribute equals

http://ww. w3. or g/ 2000/ 09/ xm dsi g#Mani f est . Such an input document MUST
contain an XML element of type ds:ManifestType. On encountering such a document in step 2
of basic processing, the server should repeat step 2 for all the <ds: Ref er ence> elements within
the manifest.

This optional input is allowed in multi-signature verification.

<xs: el emrent nane="Veri fyMani fests”/>

4.6.2 Optional Input <VerificationTime>

This element instructs the server to attempt to determine the signature’s validity at the specified
time, instead of the current time.

This optional input is allowed in multi-signature verification.

<xs: el ement nanme="VerificationTi ne” type="xs:dateTi ne”/>

4.6.3 Optional Input <AdditionalKeyInfo>

This element provides the server with additional data (such as certificates and CRLs) which it can
use to validate the signing key.

This optional input is not allowed in multi-signature verification.

<xs: el emrent nanme=" Addi ti onal Keyl nf 0” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="ds: Keyl nfo”/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

4.6.4 Optional Input <ReturnProcessingDetails> and Output
<ProcessingDetails>

The presence of the <Ret ur nPr ocessi ngDet ai | s> optional input instructs the server to return
a <Pr ocessi ngDet ai | s> output.

These options are not allowed in multi-signature verification.
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<xs: el emrent nanme=" Ret ur nPr ocessi ngbDetail s”/>

The <Pr ocessi ngDet ai | s> optional output elaborates on what signature verification steps
succeeded or failed. It may contain the following child elements:

<Val i dDet ai | > [Any Number]
A verification detail that was evaluated and found to be valid.
<I ndet er m nat eDet ai | > [Any Number]

A verification detail that could not be evaluated or was evaluated and returned an
indeterminate result.

<l nval i dDet ai | > [Any Number]
A verification detail that was evaluated and found to be invalid.

<xs: el ement nanme="Processi ngDetail s” >
<xs: conpl exType>
<XSs: sequence>
<xs: el enent nanme="ValidDetail” type="dss: Detail Type”
m nCccur s="0" naxCccur s=" unbounded”/ >
<xs: el ement nane="1|ndet erm nat eDet ai | ”
type="dss: Det ai | Type”
m nCccur s="0" naxCccur s=" unbounded”/ >
<xs: el ement nane="InvalidDetail” type="xs:dss:Detail Type”
m nCccur s="0" naxCccur s=" unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

Each detail element is of type dss:DetailType. A dss:DetailType contains the following child
elements and attributes:
Type [Required]

A URI which identifies the detail. It may be a value defined by this specification, or a
value defined by some other specification. For the values defined by this specification,
see below.

Multiple detail elements of the same Type may appear in a single
<Pr ocessi ngDet ai | s>. For example, when a signature contains a certificate chain
that certifies the signing key, there may be details of the same Type present for each
certificate in the chain, describing how each certificate was processed.

<Code> [Optional]

A URI which more precisely specifies why this detail is valid, invalid, or indeterminate.
It must be a value defined by some other specification, since this specification defines
no values for this element.

<Message> [Optional]
A human-readable message which MAY be logged, used for debugging, etc.
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<xs: conpl exType nane="Det ail Type” >
<XS: sequence>
<xs: el ement nanme="Code” type="xs:anyURl” m nCccurs="0"/>
<xs: el enent nane=" Message” type="International StringType
m nOccur s="0"/ >
<xs: any processContents="]ax” m nCccurs="0"
maxOccur s=" unbounded” / >
</ xs: sequence>
<xs:attribute nane="Type” type="xs:anyURl” use="required’/>
</ xs: el enent >

The values for the Type attribute defined by this specification are the following:
urn:oasis:nanes:tc:dss:1.0:detail:|ssuerTrust

Whether the issuer of trust information for the signing key (or one of the certifying keys) is
considered to be trustworthy.

urn:oasi s: nanes:tc:dss: 1.0:detail : Revocati onSt at us

Whether the trust information for the signing key (or one of the certifying keys) is revoked.
urn:oasis:nanes:tc:dss:1.0:detail:Validitylnterval

Whether the trust information for the signing key (or one of the certifying keys) is within its
validity interval.

urn: oasi s: nanes:tc:dss:1.0:detail: Signature
Whether the document signature (or one of the certifying signatures) verifies correctly.

4.6.5 Optional Input <ReturnSigningTime> and Output <SigningTime>

The presence of the <Ret ur nSi gni ngTi me> optional input instructs the server to return a
<Si gni ngTi me> output.

These options are not allowed in multi-signature verification.

<xs: el emrent nanme=" Ret urnSi gni ngTi ne”/ >

The <Si gni ngTi me> optional output contains an indication of when the signature was
performed, and a boolean attribute that indicates whether this value is attested to by a third-party
timestamp authority (if true), or only by the signer (if false).

<xs: el ement nanme="Si gni ngTi ne” >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs: dat eTi ne” >
<xs:attribute nane="ThirdPartyTi mestanp”
type="xs: bool ean” use="required”/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

4.6.6 Optional Input <ReturnSignerldentity> and Output
<Signerldentity>

The presence of the <Ret ur nSi gner | dent i t y> optional input instructs the server to return a
<Si gner | dent i t y> output.

This optional input and output are not allowed in multi-signature verification.
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<xs: el emrent nanme="ReturnSi gnerldentity”/>

The <Si gner | dent i t y> optional output contains an indication of who performed the signature.

<xs: el ement nanme="Signerldentity” type="samn : NaneldentifierType”/>

4.6.7 Optional Input <ReturnUpdatedSignature> and Output
<UpdatedSignature>

The presence of the <Ret ur nUpdat edSi gnat ur e> optional input instructs the server to return
an <Updat edSi gnat ur e> output, containing a new or updated signature. The Type attribute
on <Ret ur nUpdat edSi gnat ur e>, if present, defines exactly what it means to “update” a
signature. Profiles that use this optional input MUST define the allowed values, and the default
value, for the Type attribute (unless only a single type of updated signature is supported, in which
case the Type attribute can be omitted).

These options are not allowed in multi-signature verification.

<xs: el emrent nanme=" Ret ur nUpdat edSi gnat ure” >
<xs: conpl exType>
<xs:attribute nane="Type” type="xs:anyUR " use="optional”/>
</ xs: conpl exType>
</ xs: el enent >

The <Updat edSi gnat ur e> optional output may contain the original signature with some
additional unsigned signature properties added to it (such as timestamps, or additional
information for use in verification). Alternatively, the output may contain an entirely new signature
calculated on the same input documents as the input signature.

<xs: el emrent nane=" Updat edSi gnat ure” >
<xs: conpl exType>
<XS: sequence>
<xs: el ement ref="dss: Si gnatureCbject”>
<XS: sequence>
</ xs: conpl exType>
</ xs: el enent >

4.6.8 Optional Input <ReturnTransformedDocument> and Output
<TransformedDocument>

The <Ret ur nTr ansf or nedDocurent > optional input instructs the server to return an input
document to which the XML signature transforms specified by a particular <ds: Ref er ence>
have been applied. The <ds: Ref er ence> is indicated by the zero-based Wi chRef er ence
attribute (0 means the first <ds: Ref er ence> in the signature, 1 means the second, and so on).
Multiple occurrences of this optional input can be present in a single verify request message.
Each occurrence will generate a corresponding optional output.

These options are not allowed in multi-signature verification.

<xs: el emrent nane=" Ret ur nTr ansf or mredDocunent ” >
<xs: conpl exType>
<xs:attribute nane="Wi chRef erence” type="xs:integer”
use="required’/>
</ xs: conpl exType>
</ xs: el enent >
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The <Tr ansf or medDocunent > optional output contains a document corresponding to the
specified <ds: Ref er ence>, after all the transforms in the reference have been applied. In other
words, the hash value of the returned document should equal the <ds: Ref er ence> element’s
<ds: Di gest Val ue>. To match outputs to inputs, each <Tr ansf or mredDocunent > will contain
a Wi chRef er ence attribute which matches the corresponding optional input.

<xs: el emrent nane="Tr ansf or nedDocunent ” >
<xs: conpl exType>
<Xs: sequence>
<xs: el ement ref="dss: Docunment” >
</ xs: sequence>
</ xs: conpl exType>
<xs:attribute nane="Wi chRef erence” type="xs:integer”
use="required’/>
</ xs: el enent >
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5 DSS Core Elements

This section defines two XML elements that may be used in conjunction with the DSS core
protocols.

5.1 Element <Timestamp>

This section defines an XML timestamp. A <Ti nmest anp> contains some type of timestamp
token, such as an RFC 3161 Ti neSt anpToken [RFC 3161] or a <ds: Si gnhat ur e> (aka an
“XML timestamp token”). Profiles may introduce additional types of timestamp tokens. XML
timestamps can be produced and verified using the timestamping profile of the DSS core
protocols [XML-TSP].

An XML timestamp may contain:
<ds: Si gnat ur e> [Optional]

This is an enveloping XML signature, as defined in section 5.1.1.
<RFC3161Ti neSt anpToken> [Optional]

This is a base64-encoded Ti neSt anpToken as defined in [RFC3161].

<xs: el emrent nane="Ti mest anp” >
<xs: conpl exType>
<xs: choi ce>
<xs: el enment ref="ds: Signature”/>
<xs: el enent nanme=" RFC3161Ti neSt anpToken”
t ype="xs: base64Bi nary”/ >
<xs:any processContents="|ax"/>
<xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >

5.1.1 XML Timestamp Token

An XML timestamp token is similar to an RFC 3161 Ti meSt anpToken, but is encoded as a
<Tst | nf 0> element (see section 5.1.2) inside an enveloping <ds: Si gnat ur e>. This allows
conventional XML signature implementations to validate the signature, though additional
processing is still required to validate the timestamp properties (see section 5.1.3).

The following text describes how the child elements of the <ds: Si gnat ur e> MUST be used:
<ds: Keyl nf 0> [Required]

The <ds: Keyl nf 0> element SHALL identify the issuer of the timestamp and MAY be
used to locate, retrieve and validate the timestamp token signature-verification key. The
exact details of this element may be specified further in a profile.

<ds: Si gnedl nf 0>/ <ds: Ref er ence> [Required]

There MUST be a single <ds: Ref er ence> element whose URI attribute references the
<ds: Qbj ect > containing the enveloped <Tst | nf 0> element. The remaining

<ds: Ref er ence> element(s) will reference the document or documents that are
timestamped.
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<ds: Qbj ect > [Required]
A <Tst | nf 0> element SHALL be contained in a <ds: Obj ect > element.

5.1.2 Element <TstInfo>

A <Tst | nf 0> element is included in an XML timestamp token as a
<ds: Si ghat ur e>/ <ds: (bj ect > child element. A <Tst | nf 0> element has the following
children:

<Seri al Nunber > [Required]

This element SHALL contain a serial number produced by the timestamp authority (TSA).
It MUST be unique across all the tokens issued by a particular TSA.

<Cr eati onTi me> [Required]
The time at which the token was issued.
<Pol i cy> [Optional]

This element SHALL identify the policy under which the token was issued. The TSA’s
policy SHOULD identify the fundamental source of its time.

<Er r or Bound> [Optional]
The TSA's estimate of the maximum error in its local clock.
<O der ed> [Default="false"]

This element SHALL indicate whether or not timestamps issued by this TSA, under this
policy, are strictly ordered according to the value of the Cr eat i onTi me element value.

TSA [Optional]
The name of the TSA.

<xs: el ement nane="Tst | nfo” >
<xs: conpl exType>
<XS: sequence>
<xs: el ement nanme="Seri al Nunber” type="xs:integer”/>
<xs: el ement nanme="CreationTi me” type="xs: dateTi ne”/>
<xs: el ement nanme="Policy” type="xs:anyUR” m nOccurs="0"/>
<xs: el ement nane="ErrorBound” type="xs:duration”
m nOccur s="0"/ >
<xs: el ement nanme=" O dered” type="xs:bool ean”
defaul t="fal se” m nCccurs="0"/>
<xs: el ement nanme="TSA’ type="sanml : Nanel dentifier Type”
m nOccur s="0"/ >
<XS: sequence>
</ xs: conpl exType>
</ xs: el enent >

5.1.3 Timestamp verification procedure

If any one of these steps results in failure, then the timestamp token SHOULD be rejected.

1. Locate and verify the signature-verification key corresponding to the ds: Keyl nf o/
element contents.

2. Verify that the signature-verification key is authorized for verifying timestamps.
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3. Verify that the signature-verification key conforms with all relevant aspects of the relying-
party’s policy.

4. Verify that all digest and signature algorithms conform with the relying-party’s policy.

5. Verify that the signature-verification key is consistent with the
ds: Si gnedl nf o/ Si ghat ur eMet hod/ @\ gor i t hmelement value.

6. Verify that there is a ds: Si gnedI nf o/ Ref er ence element with an omitted URI
attribute.

7. Verify that there is a ds: Si gnedl nf o/ Ref er ence/ @QJRI element that correctly
identifies the timestamped document.

8. Verify thatthe t st | nf o/ Pol i cy element value is acceptable.
9. Verify all digests and the signature.

If comparing the t st | nf o/ Cr eat i onTi ne element value to another time value, first verify that
they differ by more than the error bound value.

5.2 Element <Requesterldentity>

This section contains the definition of an XML Requester Identity element. This element can be
used as a signature property in an XML signature to identify the client who requested the
signature.

This element has the following children:
Nane [Required]

The name or role of the requester who requested the signature be performed.
Suppor ti ngl nf o [Optional]

Information supporting the name (such as a SAML Assertion [SAMLCorel.1], Liberty Alliance
Authentication Context, or X.509 Certificate).

The following schema fragment defines the <Request er | dent i t y> element:

<xs: el ement nanme=" Requesterldentity”>
<xs: conpl exType>
<XS: sequence>
<xs: el ement nanme="Nane” type="samn : Nanel denti fi er Type”/>
<xs: el ement nanme=" Supporti nglnfo” type="dss: AnyType”
m nQOccur s="0"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
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6 DSS Core Bindings

Mappings from DSS messages into standard communications protocols are called DSS bindings.
Transport bindings specify how DSS messages are encoded and carried over some lower-level
transport protocol. Security bindings specify how confidentiality, authentication, and integrity can
be achieved for DSS messages in the context of some transport binding.

Below we specify an initial set of bindings for DSS. Future bindings may be introduced by the
OASIS DSS TC or by other parties.

6.1 HTTP POST Transport Binding

In this binding, the DSS request/response exchange occurs within an HTTP POST exchange
[RFC 2616]. The following rules apply to the HTTP request:

1. The client may send an HTTP/1.0 or HTTP/1.1 request.

2. The Request URI may be used to indicate a particular service endpoint.

3. The Cont ent - Type header MUST be set to “text/xml”.

4. The Cont ent - Lengt h header MUST be present and correct.

5. The DSS request message MUST be sent in the body of the HTTP Request.
The following rules apply to the HTTP Response:

3. The Cont ent - Type header MUST be set to “text/xml”.

4. The Cont ent - Lengt h header MUST be present and correct.

5. The DSS response message MUST be sent in the body of the HTTP Response.

6

The HTTP status code MUST be set to 200 if a DSS response message is returned.
Otherwise, the status code can be set to 3xx to indicate a redirection, 4xx to indicate a
low-level client error (such as a malformed request), or 5xx to indicate a low-level server
error.

6.2 SOAP 1.2 Transport Binding
In this binding, the DSS request/response exchange occurs using the SOAP 1.2 message
protocol [SOAP]. The following rules apply to the SOAP request:

1. Asingle DSS <Si gnRequest > or <Ver i f yRequest > element will be transmitted within
the body of the SOAP message.

2. The client MUST NOT include any additional XML elements in the SOAP body.
3. The UTF-8 character encoding must be used for the SOAP message.
4. Arbitrary SOAP headers may be present.

The following rules apply to the SOAP response:

1. The server MUST return either a single DSS <Si gnResponse> or <Ver i f yResponse>
element within the body of the SOAP message, or a SOAP fault code.

2. The server MUST NOT include any additional XML elements in the SOAP body.

3. If a DSS server cannot parse a DSS request, or there is some error with the SOAP
envelope, the server MUST return a SOAP fault code. Otherwise, a DSS result code
should be used to signal errors.
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4. The UTF-8 character encoding must be used for the SOAP message.
5. Arbitrary SOAP headers may be present.

6. On receiving a DSS response in a SOAP message, the client MUST NOT send a fault
code to the DSS server.

6.3 TLS Security Bindings

TLS [RFC 2246] is a session-security protocol that can provide confidentiality, authentication, and
integrity to the HTTP POST transport binding, the SOAP 1.2 transport binding, or others. TLS
supports a variety of authentication methods, so we define several security bindings below. All of
these bindings inherit the following rules:

1. TLS 1.0 MUST be supported. SSL 3.0 MAY be supported. Future versions of TLS MAY
be supported.

2. RSA ciphersuites MUST be supported. Diffie-Hellman and DSS ciphersuites MAY be
supported.

3. TripleDES ciphersuites MUST be supported. AES ciphersuites SHOULD be supported.
Other ciphersuites MAY be supported, except for weak ciphersuites intended to meet
export restrictions, which SHOULD NOT be supported.

6.3.1 TLS X.509 Server Authentication

The following ciphersuites defined in [RFC 2246] and [RFC 3268] are supported. The server
MUST authenticate itself with an X.509 certificate chain [RFC 3280]. The server MUST NOT
request client authentication.

MUST:
TLS_RSA_WITH_3DES_EDE_CBC_SHA

SHOULD:
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA

6.3.2 TLS X.509 Mutual Authentication

The same ciphersuites mentioned in section 6.2.1 are supported. The server MUST authenticate
itself with an X.509 certificate chain, and MUST request client authentication. The client MUST
authenticate itself with an X.509 certificate chain.

6.3.3 TLS SRP Authentication

SRP is a way of using a username and password to accomplish mutual authentication. The
following ciphersuites defined in [draft-ietf-tls-srp-06] are supported.

MUST:
TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA

SHOULD:
TLS_SRP_SHA WITH_AES 128 CBC_SHA
TLS_SRP_SHA WITH_AES 256 _CBC_SHA
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6.3.4 TLS SRP and X.509 Server Authentication

SRP can be combined with X.509 server authentication. The following ciphersuites defined in
[draft-ietf-tls-srp-06] are supported.

MUST:
TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA

SHOULD:
TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA
TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA

oasis-dss-1.0-core-spec-wd-26 28 June 2004
Copyright © OASIS Open 2004. All Rights Reserved. Page 35 of 43



1405 ( DSS-Defined Identifiers

1406  The following sections define various URI-based identifiers. Where possible an existing URN is
1407 used to specify a protocol. Inthe case of IETF protocols the URN of the most current RFC that
1408  specifies the protocol is used (see [RFC 2648]). URI references created specifically for DSS
1409 have the following stem:

1410 urn:oasis:names:tc:dss:1.0:

1411 7.1 Signature Type Identifiers

1412  The following identifiers MAY be used as the content of the <Si gnhat ur eType> optional input
1413 (see section 3.5.1).

1414 7.1.1 XML Signature

1415 URI: urn:ietf:rfc:3275
1416  This refers to an XML signature per [XMLSig].

1417 7.1.2 XML TimeStampToken

1418 URI: oasis:names:tc:dss:1.0:core:schema:XMLTimeStampToken
1419  This refers to an XML timestamp containing an XML signature, per section 5.1.

1420 7.1.3 RFC 3161 TimeStampToken

1421 URI: urn:ietf:rfc:3161
1422  This refers to an XML timestamp containing an ASN.1 TimeStampToken, per [RFC 3161].

1423 7.1.4 CMS Signature

1424 URI: urn:ietf:rfc:3369
1425  This refers to a CMS signature per [RFC 3369].

1426  7.1.5 PGP Signature

1427 URI: urn:ietf:rfc:2440

1428 This refers to a PGP signature per [RFC 2440].
1429
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8 Editorial Issues

1)

2)

3)

4)

5)

6)

7

8)

9)

Another way of handling the options is to have each option placed within an <Opt i on>
element. This has the advantage that each option could be tagged with a

nmust Under st and attribute, so the server would know whether it was okay to ignore the
option or not. It has the disadvantage of making things a little more verbose.

Resolution: Leave as is, per 10/20/2003 meeting.

It is suggested that the RequestID option be put in the top level of the protocol structure
so that it can be used at the basic level of the DSS protocol handler.

Resolution: This has been done, per 10/20/2003 meeting.
The utility of the <DocumentURI> element has been questioned.

Resolution: Since Rich, John, Trevor, and perhaps Andreas seem in favor of removing
this, and only Gregor and Juan Carlos, and perhaps Nick, seem in favor of keeping it, it's
been removed.

Should every Output only be returned if the client requests it, through an Option?

Resolution: No — Servers can return outputs on their own initiative, per 11/3/2003
meeting.

Should Signature Placement, and elements to envelope, be made Signature Options?
Resolution: Yes — per 11/3/2003 meeting, but hasn’'t been done yet.

Should <Options> be renamed? To <Additionallnputs>, <Inputs>, <Parameters>, or
something else?

Resolution: Yes - <Optionallnputs> and <OptionalOutputs>

Should we adopt a Timestamp more like Dimitri's <Tst>?

Resolution: No —instead add a <dss:Timestamp> element, per Nick's suggestion on list
The <ProcessingDetails> are a little sketchy, these could be fleshed out.

Resolution: Done — per draft 10, based on list discussions.

A <dss:SignatureObject> can contain a <dss:SignaturePtr>, which uses an XPath
expression to point to a signature. This allows a client to send an <InputDocument> to
the server with an embedded signature, and just point to the signature, without copying it.
Is it acceptable to require all servers to support XPath, for this?

Resolution: This is not only allowed but required when sending enveloped signatures to
the server, so the server knows how to apply the enveloped signature transform. This is

disallowed when the server returns signatures to the client, cause the bandwidth savings
aren’t worth the complexity.

10) NOTE: This document may be updated as we work on DSS profiles. In particular, we

may add additional Signature Types, Timestamp Types, and Updated Signature Types to
section 6. We may also add additional optional inputs and outputs, if commonality is
discovered across multiple profiles.

11) Should <ServicePolicy> be made a permanent part of the protocols? (i.e. not an optional

input?)
Resolution: Yes, added to the Request in wd-13.

12) Should we use URLs or URNs for our schema namespace URI?

Resolution: URL (in draft 17)
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13) Should we add a WSS Security Binding?
Resolution: not now

14) Should we add some way for an external policy authority to vouch for some portion of a

request?
Resolution: not in the core
15) Should RequestID be removed?
Resolution: No.
16) Should input documents have a Refld attribute?
Resolution: No.

17) Should <SignaturePtr> be optional when there’s only 1 input doc, with 1 signature?

Resolution: Yes.
18) Should the server return the <Profile> it used?
Resolution: Yes.
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9.1 Normative

[Core-XSD]
[RFC 2119]

[RFC 2246]

[RFC 2396]

[RFC 2440]

[RFC 2616]

[RFC 2648]

[RFC 2822]

[RFC 3161]

[RFC 3268]

[RFC 3280]

[RFC 3369]

[SAMLCorel.1]

[Schemal]

[SOAP]

[XML-C14N]
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Appendix B. Notices

OASIS takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in this
document or the extent to which any license under such rights might or might not be available;
neither does it represent that it has made any effort to identify any such rights. Information on
OASIS's procedures with respect to rights in OASIS specifications can be found at the OASIS
website. Copies of claims of rights made available for publication and any assurances of licenses
to be made available, or the result of an attempt made to obtain a general license or permission
for the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or patent
applications, or other proprietary rights which may cover technology that may be required to
implement this specification. Please address the information to the OASIS Executive Director.

Copyright © OASIS Open 2003. All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works
that comment on or otherwise explain it or assist in its implementation may be prepared, copied,
published and distributed, in whole or in part, without restriction of any kind, provided that the
above copyright notice and this paragraph are included on all such copies and derivative works.
However, this document itself does not be modified in any way, such as by removing the
copyright notice or references to OASIS, except as needed for the purpose of developing OASIS
specifications, in which case the procedures for copyrights defined in the OASIS Intellectual
Property Rights document must be followed, or as required to translate it into languages other
than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its
SUCCEeSSOrs or assigns.

This document and the information contained herein is provided on an “AS IS” basis and OASIS
DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.
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